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Introduction 
Bonsall Parish Council is committed to identifying and managing risks, using the following Policy and Control Procedures to ensure that risks are maintained at an acceptable level. Any action that is felt necessary will be taken by the Parish Council or reported to the relevant authority.
The aim of this Policy and Control Procedure is to protect Bonsall Parish Council’s ability to deliver its vision and to serve and respond to the needs of the community through meeting its corporate objectives. 
The Parish Council recognises its responsibility to manage risk effectively to protect employees, councillors, assets, liabilities and the community against potential losses and minimise uncertainty in achieving its vision and objectives. 
This Policy and Control Procedure is an integral part of the Parish Council’s governance and management processes and sets a proactive framework to identify, prioritise and manage risks that could negatively impact upon delivery of the Council’s vision and objectives. 
The Council will manage risk in accordance with best practice and legislative requirements to minimise loss, disruption, injury and damage and inform policy and operational decisions by identifying risks and their likely impact.

What is risk management 
Risk is an uncertain event or condition that, if it occurs, will influence the achievements of an authority’s objectives. Risk management is the process whereby the Parish Council methodically addresses the risks associated with what they do and the services which they provide. The focus of risk management is to identify what can go wrong and take proportionate steps to avoid this or successfully manage the consequences. Good risk management allows stakeholders to have increased confidence in the Parish Council’s corporate governance arrangements and its ability to deliver its priorities. 
Risk Management is not just about financial management; it is about protecting the achievements of objectives set by the Parish Council to deliver high quality public services. The failure to manage risks effectively can be expensive in terms of litigation and reputation and can impact on the ability to achieve desired outcomes. The Parish Council generally and members individually are responsible for risk management.

The Parish Council faces the following risks: 
• Strategic risks because of poor decision making or poor implementation which could result in long term adverse impact (reputational damage, loss of public confidence). 
• Compliance risk because of failing to comply with legislation (e.g. health and safety or employment law), which could result in prosecution, judicial reviews, employment tribunals or an inability to enforce contracts. 
• Financial risk because of fraud and corruption, waste and bad debt which could result in additional audit investigation, public objections to accounts, reduced service delivery, depletion of Council reserves and increased precept requirements.
• Operational risk resulting in the failure to deliver services due to malfunctioning of damaged equipment or property, hazards to staff/public which could result in insurance claims, higher insurance premiums and lengthy recovery processes.
Not all these risks are insurable and for some the premiums may not be cost effective. Even where insurance is available, a monetary consideration might not be an adequate recompense. The emphasis should always be on eliminating or reducing risk before costly steps to transfer risk to another party are considered.
Regulation 4 of the Accounts and Audit Regulations 2015 require the Parish Council to establish and maintain a systematic strategy, framework and process for managing risk. 
Risks and their control are collated in the Parish Council’s Business Risk Assessment Register. This process is an integral part of the best value process, demonstrating continuous service improvement by managing operational and strategic risks. New projects or changes to services will include risks identification and the measures to eliminate or control risks will be documented in reports to the Parish Council and its committees where appropriate.

Risk management process 

1. Risk Identification 
Identifying and understanding the hazards and risks facing the Parish Council is crucial if informed decisions are to be made about policy or service delivery methods. The risks associated with these decisions can then be effectively managed. All risks identified will be recorded in the Council’s Risk Register. 
To manage risk, Bonsall Parish Council needs to know what risks it faces. Identifying risks is therefore the first step in the risk management process for example:
a. Financial – Loss of money through theft or dishonesty or mismanagement of funds
b. Security - Protection of physical assets e.g. equipment, monuments. 
c. Legal – Breaking the law or being sued.
d. IT - Failure of IT systems or misuse.
e. Reputational – action taken could harm the authority’s public reputation.


2. Risk Analysis 

Once the key risks have been identified, the next step is to systematically and accurately assess the potential consequences of the risk occurring (impact). Analysis should make full use of any available data on the potential frequency of events and their consequences; how likely this is (likelihood). 
If a risk is seen to be unacceptable, then steps should be taken to control or respond to the risk. The assessment of potential impact and likelihood need not be any more complex than assigning each risk as either high, medium or low priority. 
The Parish Council’s current Business Risk Assessment enables the Parish Council to decide which risks it should pay most attention to when considering what measures to take to manage them.  

3. Risk Prioritisation
An assessment should be undertaken on the impact and likelihood of risks occurring, with impact and likelihood being graded high, medium and low on our Business Risk Assessment. This should be reviewed regularly but at least yearly

4. Risk Control 
Risk control is the process of taking action to minimise the likelihood of the risk event occurring and/or reducing the severity of the consequences should it occur. Typically, risk control requires the identification and implementation of revised operating procedures, but in exceptional cases more drastic action will be required to reduce the risk to an acceptable level. Risk is unavoidable, and the Parish Council where possible should take action to manage risk in a way which it can justify to a level which is tolerable. The response to risk, which is initiated within the organisation, is called ‘internal control’ and may involve one or more of the following standard responses:
· Tolerate the risk - for risks where the downside is containable with appropriate contingency plans 
· Treat the risk - a common response which can mean imposing controls so that the organisation can continue to operate; or setting up prevention techniques.
· Transfer the risk – buying in a service from a specialist external body or taking out insurance. Some risks cannot be transferred, especially reputational risk. 
· Terminate the activity giving rise to the risk - it may be best to stop (or not to start) activities which involve intolerable risks or those where no response can bring the risk to a tolerable level. 
Areas where there may be scope to use insurance to help manage risk include the following:
· The protection of physical assets owned by the authority – equipment, etc. (loss or damage). 
· • The risk of damage to third party property or individuals because of the authority providing services or amenities to the public (public liability). 
· The risk of consequential loss of income or the need to provide essential services following critical damage, loss or non-performance by a third party (consequential loss). 
·  Loss of cash through theft or dishonesty (fidelity guarantee). 
·  Legal liability because of asset ownership (public liability).

5. Risk monitoring 
The risk management process does not finish with putting any risk control procedures in place. The effectiveness in controlling risk must be monitored and reviewed. It is also important to assess whether the nature of any risk has changed over time. The information generated from applying the Business Risk Management Process will help to ensure that risks can be avoided or minimised in the future. It will also inform judgements on the nature and extent of insurance cover and the balance to be reached between self-insurance and external protection.
6. Risk Matrix
	Probability
	Highly Likely (3)

	Medium (3)
	High (6)
	Very High (9)

	
	Possible
(2)

	Low (2)
	Medium (4)
	High (8)

	
	Unlikely
(3)

	Very Low (1)
	Low (2)
	Medium (3)

	Impact
	

	Negligible
(1)

	Moderate
(2)
	Severe
(3)




Roles and Responsibilities 
Councillors play a key role in leading and monitoring this strategy, including: 
· Approval of the Risk Management Policy and Business Risk Assessment. 
· Analysis of key risks in current and future projects and services consideration. 
· Assessment of risks whilst setting the budget, including any bids for resources to tackle specific issues. 
The Clerk/Responsible Financial Officer supports, advises, and implements policies approved by Council. In relation to risk management the Clerk/RFO should:
· Provide advice as to the legality of policy and service delivery choices (including new/revised legislation).  
· Provide advice on the implications for service areas of the Parish Council’s corporate aims and objectives. 
· Implements policies and procedures on risk management and internal control. 
· Provide advice on any human resource issues relating to strategic policy options or the risks associated with operational decisions and assist in handling cases of work related to illness or injury. 
· Advise on any health and safety implications of the chosen or proposed arrangements for service delivery. 
· Assess and implement the Parish Council’s insurance requirements and assist in processing any litigation claims. 
· Assess the financial implications of strategic policy options. 
· Provide assistance and advice on budgetary planning and control. 
· Ensure that Parish Council’s Financial Regulations and finance administration allows effective budgetary control.

Internal Auditor 
The internal auditor provides an important scrutiny role by carrying out audits to provide independent assurance to the Parish Council, that clarify the necessary risk management systems are in place and all significant business risks are being managed effectively. The internal audit process assists the Parish Council in identifying both its financial and operational risks and assists in developing and implementing proper arrangements to manage them, including adequate and effective systems of internal control to reduce or eliminate the likelihood of errors or fraud. Internal audit reports, and any recommendations contained within, help to shape the Parish Council’s internal controls. In addition, the Parish Council should consider the following list of the key systems and processes they can ask the internal audit to review from time to time as part of its work:
· proper book-keeping including the cash book. 
· standing orders and financial regulations. 
· payment controls. 
· income controls. 
· budgetary controls. 
· payroll controls. 
· asset control. 
· bank reconciliations. 
· year-end procedure. 
· risk management arrangements.
This is not an exhaustive list, so the Parish Council if required should agree a specific programme of work with its internal audit. 
The Parish Council notes that it is not part of the internal audit’s responsibility to review or ‘sign off’ the completed Annual Governance and Accountability Return. 

Training 
Risk Management training can be provided to councillors and staff through a variety of mediums. The aim will be to ensure that both councillors and staff have the skills necessary to identify, evaluate and control the risks associated with the services they provide. The Parish Council will promote an environment within which individuals/groups are encouraged to report adverse incidents promptly and openly. 
This Policy will be reviewed on a regular basis as part of the Parish Council’s continuing review of its Policy Documents, Standing Orders and Financial Regulations.
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